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ITOJIOXKEHUNE

M0 OpPTaHMU3aIMU U IPOBEJICHUIO paboT 1Mo oOecrneueHnto 0e30MacHOCTH
3amuIaeMoi HGOpPMAaIHH, HE COIEPKAIICH CBEICHHS, COCTABIISIONINE
TrOCyJapCTBEHHYIO TaifHy, IpH €€ 00paboTke B MHPOPMAITMOHHBIX CHCTEMax
MBOY «Tabap-Yepkuiickas COL»

1. OBIIME ITOJIOKEHUA

1.1. Hacrosmee IlonoxxeHne 1no opraHu3al ¥ HPOBEACHUIO PabOT IO
oOecrieyeHn0 0€30MaCHOCTH 3alllMIIAeMOil HMH(OpManuu, HE CoAepXkKallen
CBEJICHUS, COCTABIIAIOIINE TOCYJAApCTBEHHYIO TailHy, Ipu ee 00paboTke B
uHpopmanmonHsix cucrteMax MBOY «Tabap-Uepkuiickas COILL» (nanee -
[Tonoxxenue) pazpaboTaHo B cooTBeTCTBUU ¢ DepepanbHbIM 3aKOHOM OT 27 U0
2006 r. Ne 149-®3 «O6 undopmanmu, HOOPMAITMOHHBIX TEXHOJIOTHIX U O 3aIUTE
uHpopmaruuy. DenepanbHbiM 3akoHOM OT 27 wutons 2006 r. Ne 152-d3 «O
NIEPCOHAIIBHBIX JaHHBIX», ocTaHoBIeHUEM IIpaButenscTtBa  Poccuiickoii

denepanun or 1 HosOps 2012 r. Nelll9 «O6 yTBepxkaeHUH
TpeOOBaHMI K 3allUTe TMEpPCOHAIBbHBIX JIaHHBIX TMpU HUX 00paboTke B
MH(POPMAIIMOHHBIX CUCTEMAX NEPCOHAJBHBIX JAHHBIX», IOCTAaHOBJIECHHEM
[IpaButensctBa Poccuiickoit ®enepauuu ot 21 mapra 2012 1. Ne2ll «O6
YTBEPXKACHUM TIEPEYHs. Mep, HANpaBIEHHBIX Ha 0O0€CleYeHHe BBINOJIHEHUS
o0si3aHHOCTEH, mpenycMOTpeHHbIX DenepaibHbIM 3aKOHOM «(O TMEPCOHABHBIX
JAHHBIX» W TPUHITBIMA B COOTBETCTBUM C HUM HOPMATHBHBIMHM IPAaBOBBIMU
aKTaMHM, OIIEpPATOPaMHU. SIBJISIOIUMHUCS FOCYJAPCTBEHHBIMHU WJIM MYHULIUIIAJIbHBIMU
opraHammu», npukazoM denepasbHON CIIy)KObI 10 TEXHUYECKOMY M IKCIIOPTHOMY
koHTpoJto oT 18 despans 2013 r. Ne21 «O6 yrBepxkaennn CoctaBa u coJiepKaHUs
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep Mo obecrneueHuto 0e30MacHOCTH
NEPCOHANIBHBIX JaHHBIX MpU HX 00paboTke B MH(GOPMAIIMOHHBIX CHUCTEMax
NEPCOHAIBHBIX JAHHBIX», NMpuKa3zoM denepanbHON CiyXObl M0 TEXHUYECKOMY U
SKCHOpTHOMY KOHTpoJito oT 11 deppans 2013 1. Ne 17 «O06 yTBepxkAcHUU
TpeboBanwii 0 3anuTe UHPOPMALIMU, HE COCTABISIONIEH rOCYIapCTBEHHYIO TailHYy,
coJieprKalleicst B rocy1apCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMAX).

1.2. Tlenb pa3paborku HacTosiero llomoxxeHus - ycTaHOBIEHUE NOpSAIKa
OpraHu3allii ¥ MPOBeJIeHUs paboT 1o obecrieueHnio 0€30MacHOCTH 3aIUIIaeMOM
uH(pOpMaIuu, HE CoJiepKalllei CBEJIEHHU s, COCTABIISIONINE FOCYJapCTBEHHYIO TallHY
(manee - 3amuaemMas uHdopmaius, iHpopMalus), B *HGOPMAIIMOHHBIX CUCTEMaX
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(manee - C) MBOVY «Tabap-Uepkuiickas COILl» na Bcex cramusx (dramax)
coznanus UC, B Xxo7ie ee SKCITyaTallui U BBIBO/IA U3 DKCILTyaTalllu.

1.3. PykoBoIuTENb YUPEKICHUS HECET IEPCOHATBLHYIO OTBETCTBEHHOCTD 32
oOecnieueHre NHPOPMAITMOHHOMN 0€30MaCHOCTH YUPEKICHUSI.

1.4. K 3ammmaemoit nuadopmaruu, oopadbarsiBacmoit B UC yupexnenus,
OTHOCHUTCS cieayrolias uHpopManus:

- TIEpCOHAbHBIE JTaHHBIC, COJEpIXKAIIMecs B HHPOPMAIMOHHBIX CHUCTEMax
MEePCOHANIBHBIX JJAHHBIX YUPEKICHUS;

- uHdopmamms, HE  CcoJep)Kamias  CBEACHUSA,  COCTaBIIAIOIINE
TOCY/IapCTBEHHYIO TaliHy, COAEpXkKAIasicsi B TOCYAapCTBEHHBIX MHPOPMAIIHOHHBIX
CUCTEMAX YUPEIKICHUS.

2. TEPMHUHBI U1 OITPEJEJIEHUA

2.1. B nacrosmeM [lonoxeHnn HCHOIB3yIOTCS CIEAYIOIME TEPMUHBI U UX
OIPEIEIICHUS:

NudopmanuonHas cucreMa - COBOKYIHOCTb cCoJepKaliuxcsi B 0aszax
JAHHBIX WHGOpMAIMK U O00ECIeYUBAOIIMX €€ 00paboTKy HH(POPMAIMOHHBIX
TEXHOJIOTUW U TEXHUYECKUX CPEJICTB.

KonpuaenunanbHocts mHpoOpManmum - oOs3aTebHOE JIsl BBITOJHEHUS
JUIOM, TOJYYUBIIUM JOCTYN K OIpeAelieHHOW uHbopMaiuu, TpeOOBaHHE HE
nepeaaBaTh TaKyr0 HH()OPMAILMIO TPETHUM JIMIIAM O€3 coriacus ee o0anares.

HecaHKIIMOHUPOBaHHBIN J10CTYyN (HECAHKIIMOHUPOBAHHBbIE J1eliCTBUSA) -
JOCTYT K WHGOPMAIIMKM WM JEHCTBUS ¢ MH(POpMAIUCH, HApYIIAIOIINE MPaBUIIa
pasrpaHUyeHUsl JOCTYIIAa C UCIIOIb30BAaHUEM IIITATHBIX CPEJCTB, MPEAOCTABISIEMbIX
UH(OPMAITMOHHBIMUA CUCTEMAaMH.

Oo0padorka wundopmanum - jelcTBUs (omepanuu) ¢ HHPOpPMALUEH,
BKJIIOYasi cOOp, 3aluCh, CUCTEMATH3allMI0, HAKOILJICHUE, XPAHEHHE, YTOYHEHUE
(oOHOBNIEHME, U3MEHEHUE), U3BJICUCHUE, UCIIOJIb30BaHUE, nepenavy
(pactpocTpaHeHue, TpeAOCTaBIE€HUE, JOCTYI), OJOKUPOBAHUE, YAaJICHUE,
YHUYTOXKEHUE UHDOPMAITUH.

Omneparop - rpaxaaHuH WIM IOPUIWYECKOE JIMLO, OCYIIECTBIIAIONINE
JEATEIIbHOCTh MO DKCIUTyaTallud WH(MOPMAIIMOHHOW CUCTEMbI, B TOM YHCJE IO
o0OpaboTke nHpOopMaIuu, CoaepKaIeiics B ee 6a3zax naHHbIX. B cmydae 06paboTku
MEePCOHAIBHBIX JTAaHHBIX IO OTMIEPATOPOM IMOHUMAETCSl TOCYJIapCTBEHHBIN OpraH,
MYHUITUTIATBHBIA OpraH, IOPUINYECKOEe WM (DU3UYECKOE JIUIIO, CAMOCTOSATEIHLHO
WM COBMECTHO C JIPYTUMM JIUIIAMH OpPraHU3YyIOUME W (WIM) OCYLIECTBIISIIOLINE
00pabOTKy MEpPCOHAIBHBIX JAHHBIX, a TAKXE ONpeNeNsolue Leau 00paboTKu
MEPCOHANIBHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JAaHHBIX, TOJICKAIINX 00padoTKe,
nercTBus (omepalum), CoOBeplaeMble C IEPCOHATBLHBIMU JTaHHBIMHU.

Texnnuyeckue cpeacrsa HHPOPMALMOHHON CHCTEMbI - CpEICTBA
BBIYUCIIUTEILHON TEXHUKUA, HH(GOPMAIMOHHO-BBIYUCIUTEIBHBIE KOMILJIEKCH U
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CETH, CPEJICTBA U CUCTEMBI Ilepeau, mpuemMa u o00padoTku uHdopmaluu (cpeacTsa
U CUCTEMBI 3BYKO3alMCH, 3ByKOYCHIICHUS, 3BYKOBOCIIPOU3BEICHUS, TIEPETOBOPHbBIE
U TEJICBU3UOHHBIE YCTPOWCTBA, CpPEACTBA M3TOTOBJICHUS, THUPAKUPOBAHUS
JIOKYMEHTOB U JIpyTUE TEXHUYECKHE CPECTBAa 00pabOTKH peueBoil, rpaduIecKoi,
BUJICO- U OyKBeHHO-IIU(GPOBOM HWHPOpMaIMK), MpPOrpaMMHBIE CpEACTBa
(ormepanmoHHbIE CUCTEMBI, CUCTEMBI YIIPaBJICHUs 0a3aMu JaHHBIX U T.I1.), CPEACTBA
3aIUTHl HHPOPMAIIHH).

IlepconanibHbIEe JaHHBIE - J100ast HH(POPMALIKS, OTHOCSIIASICS K MPSMO WU
KOCBEHHO OIPEACICHHOMY WM ONpeAesieMoMy (PHU3NYecKoMy Iy (CyObeKTy
MIEPCOHAIILHBIX JAHHBIX ).

Ioab30oBaTesb MHPOPMALNMOHHON CHCTEMbI - JIUIO, YYAaCTBYIOIIEE B
GyHKIMOHUPOBAHUHM WH(GOPMAITMOHHON CHCTEMBI WJIM UCTIOJB3YIONIEE Pe3yIbTaThI
ee QYyHKIIMOHUPOBAHMUSI.

CpeacrBa BbIYMCJIANTENbHOH TEXHHMKH - COBOKYITHOCTH MPOTPAMMHBIX H

TEXHUUECKUX JJIEMEHTOB CHUCTEM 00paboTKu JIAaHHBIX, CIIOCOOHBIX
(G YHKITMOHUPOBATh CAMOCTOSATEIIBHO UJIM B COCTABE APYTUX CHUCTEM.
Yrpo3sl 0Oe3omacHOCTH HH(OPMAaMUH - COBOKYIHOCTb YCIOBHW U

(akTOpoB, CO3/JAIOLIMX OMNACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
CllydallHOTO, JO0CTyna K HH(OpMalWu, pe3ysbTaTOM KOTOPOTO MOXET CTaTb
YHUYTOXEHUE, HU3MEHEHHE, OJOKMPOBaHUE, KOMUPOBAHHE, PACHPOCTPAHEHUE
uHpOpMalnK, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX AEHCTBUIA Npu ee 00padoTKe
B MH(OPMALITMOHHOU CHCTEME.

YHuuro:xkeHue wuHGOpMaUMU - JCUCTBUS, B PE3YJbTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXHBIM  BOCCTAaHOBUTH  COJAEpKaHME HWHPOpMALUU B
WH()OPMAIMOHHOW cucTeMe U (WMJIM) B pe3yJbTaTe€ KOTOPBIX YHHUYTOXKAKOTCS
MaTepuagbHble HOCUTEIH UH(DOPMALIUH.

YpoBeHb 3alIMIIEHHOCTH TEPCOHAJBbHBIX JAAHHBIX - KOMIUIEKCHBIM
MoKa3aTelb, XapakTepU3yrouuii TpeOoBaHMs, UCTIOTHEHNE KOTOPHIX 00eCIeunBaeT
HEUTpaIu3aluio ONpeeIeHHbIX YIpo3 O€30MaCHOCTH NEPCOHABHBIX TaHHBIX MPU
ux 00paboTke B UHPOPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX TaHHBIX.

IesocTtHocTh MHGpOPMALMU - CIOCOOHOCTH CPEICTBA BBIUYMCIUTEIBHON
TEXHUKU WM HUHPOPMAILIMOHHOM CHUCTEMBI OOecreurBaTh HEU3MEHHOCTb
uH(pOpMaAIMU B YCIOBUAX CIy4alHOro H (WMJIM) NPEIHAMEPEHHOTO HCKaKEHUS
(pa3zpyienus).

3. HOPAAOK OPTAHU3ALMU U TPOBEAEHUA PABOT 110
OBEC ITIEYEHHMIO BE3OITACHOCTH HH®OPMALIUN

3.1. Tlom opranm3anueit obecreueHuss O€30MaCHOCTH  3alUIaeMOM
uHpopmaruu npu ee 06padotke B IC moHumaercst popmMupoBaHue U peann3arus
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COBOKYMHOCTH COIJIACOBAHHBIX MO I1€JM, 3ajJadaM, MeCTy H BpPEMEHH
OPTraHU3allMOHHBIX M  TEXHUYECKHX  MEpPOINPHUATHI, HampaBIEHHBIX  Ha
MUHUMM3AIUIO yiiepda OT BO3MOXKHOM peajau3aludd yrpo3 0e30MacHOCTH
3amun@aeMol  mHGOpMaIM, peaqu3yeMbIX B paMKax CO37aBaeMON CHCTEMBI
3amuThl uHpopManuu (ganee - C31).

3.2.  C3MU Bxuroyaet B ce0st OpraHU3alMOHHbIE U (UJTM) TEXHUYECKUE MEPHI,
ONpE/ENICHHBIE C YYETOM aKTyaJbHBIX Yrpo3 Oe30MacHOCTH 3alluIaeMOin
uH(pOpMaIuU, YPOBHS 3alUIIEHHOCTH MEPCOHANBHBIX JaHHBIX (manee - [1/IH),
KOTOpPBI HEOOXOAMMO OO€ECIeUnTh, Kiacca 3aIMUIIEHHOCTH TOCYAapCTBEHHON
nHpopmarmonHon cuctembl (manee - ['MIC) m mHDOpMAIIMOHHBIX TEXHOJOTHUH,
ucnosb3zyembix B UC.

3.3. besomacHocTh 3amumiaeMor wHbopManuu npu ee oopadbotke B HMC
oOecreunBaeT yupexJaeHue Wid JUI0, OCYIIECTBIsoIIee 00padOoTKy 3aluiaeMoin
MH(pOpMaIIKU 10 TOPYUYCHUIO YUPEKJICHHUS Ha OCHOBAHHUM 3aKJIOYaeMOro C 3TUM
JIMIIOM JIOTOBOpa (J1ajiee - yOJIHOMOUYEHHOE JIULO). JJoroBOp MEXy YUpeXICHUEM
W YINOJTHOMOYEHHBIM  JIMIIOM  JIOJDKEH  MpeAyCMaTpuBaTh  00sI3aHHOCTh
YIOJHOMOYEHHOI'O JIMIa 00€CleunTh 0e30MacHOCTh 3allMIaeMoil WHpopManuu
pu ee oopadotke B UC.

3.4. 3ammra undopmanuu, coaepxameics B IC, obecnieunBaercs myTteM
BBITIOJTHEHUS YUPEXKJICHUEM TPeOOBaHMM K OpraHM3allUuM 3alluThl MH(OpPMAIUH,
conepxameiics B MC, u TpeboBaHuil K Mepam 3amuThl HH(OpMaIuy,
coaepxkamerics B MC.

3.5. VYupexaeHWeM Ha3HA4aeTCsl JIMIO0, OTBETCTBEHHOE 3a OpPraHU3alUI0
00paboTKH MEepCOHATBHBIX JTAHHBIX MPU UX 00pabOTKE B BEJOMCTBE.

3.6. nsa obOecneyeHnuss 0€30MacHOCTH  3alMIIAEMON  HMHQpOpMaLUH,
conepxaierics B UC, Be1oMCTBOM Ha3HA4YaeTCsl CTPYKTYPHOE TOAPa3AeICHUE WU
JIOJDKHOCTHOE, JIMIO (COTPYHUKH), OTBETCTBEHHOE 3a o0ecreueHre 0€301macHOCTH
MEePCOHAIBHBIX JaHHBIX M 3a 3alluTy WH(OpMalUM, HE COAep Kallell CBeAeHUSs,
COCTABJISIIOIIME TOCYJApPCTBEHHYIO TaiHy, B HWH(GOPMAIMOHHBIX CHCTEMax
yupexaeHus (nanee - OTBETCTBEHHBIN).

3.7. Jns mpoBeneHus padboT 1o 3aniuTe WHGOPMAIMA B XOJE CO3/IaHUS,
AKCIUTyaTallM W BhIBOAA W3 dKkciutyataunu MC ydpexaeHuss B COOTBETCTBUU C
3aKOHOAATEILCTBOM Poccuiickoit deaeparuu npu HEOOXOAUMOCTH MPUBJICKAOTCS
OpraHu3alliy, UMEIONIUE JIUICH3UIO0 Ha JIESITEIbHOCTh MO TEXHUYECKOW 3aluTe
KOH(pUIEeHIIUATIbHOU MH(OPMAILIMKU B COOTBETCTBUM ¢ DeiepalibHbIM 3aKOHOM OT 4
Mast 2011 r. Ne 99-@3 «O nuiieH3UpOBAHUU OTICIbHBIX BUJIOB JEATEIBHOCTI.

3.8. Ilpu HeoOXOAMMOCTH K  OCYIIECTBICHUIO MEPOMPHUATHH  TIO
OOHapyXEHUI0, MPEIYyNPEKACHUIO U JIMKBUJALMKU TOCIEACTBUM KOMIIBIOTEPHBIX
aTak M PEarupoBaHUIO HA KOMIIBIOTEPHBIE HHIIMACHTHI MOTYT IPUBJIEKATHCS
CIIEUAJIM3UPOBAHHBIE OPTaHU3AIMH, SBIISIONIUECS aKKPEIUTOBAHHBIMU 1IEHTPAMHU
TOCYapCTBEHHOM CHUCTEMbl OOHAPY>KEHHUS, TPEAYNPEKACHUS € JHUKBUIAITUU
MOCJIEJICTBUIA KOMMBIOTEPHBIX aTak Ha WH(POPMAIMOHHBIE pecypchl Poccuiickoit
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denepanun (32 HMCKIOYEHUEM clydas, MPEAyCMOTPEHHOrO MOJAIMYHKTOM «O0»
nyHkTa 5 Yka3za IIpesuaenra Poccuiickoit @enepanuu ot 1 mas 2022 r. Ne250 «O
JOTIOTHUTENBHBIX Mepax MO0 00ecnedyeHu0 HHQPOPMAIMOHHON 0e30MacHOCTH
Poccuiickoit @enepanun»).

3.9. Jns oOecrieyeHus 3amuThl uHPopManuu, coxaepxamieiics B UC,
MPUMEHSIOTCS CPEJICTBA 3aIIUTHI HH(POPMALIUU, TPOILIEIINE OLEHKY COOTBETCTBUS
B (dopme 00s3aTenbHON cepTU(UKAIMM Ha COOTBETCTBHE TPEOOBAHHAM TIO
0e3omacHOCTH MH(OpPMAIMK B COOTBETCTBUU CO cTaThed 5 DenepalibHOTO 3aKOHA
ot 27 nexalps 2002 r. Ne 184-D3 «O TeXHUUECKOM PErYIUPOBAHUI.

3.10. 3amura wHbopmaruu, coxepxamieiicss B VC, sBiseTcss cocTaBHOM
4yacThlo paboT mo coznanuto U skciuryatanuu MC u obecrieunBaeTcsi Ha BceX
CTaaMsIX (3Tanax) ee CO3JAaHMsl, B XOJ€ SKCILUIyaTal[iy U BbIBOJAA U3 IKCILTyaTalMH
MyTeM MPUHATUS OPTraHU3AIMOHHBIX U TEXHUYECKUX MEp 3allUThl UH(OpMAaIIUH,
HalpaBJICHHBIX Ha OJIOKMpoBaHUE (HEUTpaiM3aluio) yrpo3 0€30MacHOCTU
uHpopmaruu B UC, B pamkax C3U.

3.11. OpraHuzanMOHHbIE ¥ TEXHUYECKHE MEphl 3alUThl HH(POpPMAIIUU,
peanuzyembie B paMkax C3U, n1okHbI ObITh HANPaBIIEHBI HA HCKIIOYEHUE:!

- HENpaBOMEPHBIX  JOCTyNa, KONUPOBAHUA, NPEAOCTABICHUA  WJIHU
pacupocTpaHCHUS nHpopMaru (oOecrieueHnE KOH(HUIESHIIUAIBHOCTH
uH(popmanun);

- HEMPAaBOMEPHBIX YHUUYTOXKEHUS WIM MOAUPUIMPOBaHUS HHPOpMaALIUU
(obecnieyeHue EeIOCTHOCTH UHPOPMALUN);

- HEImpaBOMEPHOIO OJIOKUpPOBAHUS uHdopmaruu (obecrmieueHue
JOCTYMHOCTH UH(POPMALIHH).

3.12. Ins oOecneyeHust 3amuThl HHPopMauuu, coxaepxameiics B UC,
IIPOBOJATCA CIAEAYIOIINE MEPOIPUSATHS:
dbopmupoBaHue TpebOBaHUN K 3amuTe WHPOpMALMU, COAEpKallIeiics B

NG,

paspabotka C3U;
BHeapenue C3U;
arrectarsi MUC mo TpeOoBaHusAM 3amuThl HHGOpMAIMK  (Jajee -
arrecranus UC);
- obecrniedeHwe 3aUThl HHQOPMAIIMH B XOJ1¢ SKCIUTyaTaIllii aTTECTOBAaHHOM

NG,

- obecneyeHue 3alllMThl WMH(OpPMAIMK TpPU BBIBOJE M3 HSKCIUTyaTalUu
arrectoBanHoii MC wnm mocie mpuHSTHS pemieHuss 00 OKOHYaHWUU OO0pabOTKH
uHdopMaIuu.

3.13. B nmensx OCyHIECTBIECHHS MOHMTOPHUHIA, NPEAYCMOTPEHHOIO
MOANYHKTOM «B» IMyHKTa 5 Ykaza IIpe3unenta Poccuiickoit @eaeparnuu ot 1 mas
2022 r. Ne 250 «O AONONHUTENBHBIX MEpPax Mo 00ecneyeHn0 HHPOPMALIMOHHON
o6e3onmacHoctu Poccuiickoit  ®eneparnuuy, JOMKHOCTHBIM JIMI[AM  OpPTaHOB
benepanbHOl CiTyKObl 0€30MaCHOCTH pa3peniaeTcs: OecpensITCTBEHHBINA JOCTY (B
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TOM 4YHCJI€ YAQJICHHbIA) K MPUHAMIEKAININM YUPEKICHUIO JIUOO MCIOJIb3yeMbIM
yUpeXJIeHueM MHPOPMAIIMOHHBIM pecypcaM, TOCTYI K KOTOPbIM 0OecreunBaeTcs
MOCPEJICTBOM HMCIOJIb30BaHUSI HMHGOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHON CceTu
«HTEepHET”.

3.14. OtBeTcTBeHHBI 3a oOecreyeHue MHGOPMAIMOHHON 0€30MacHOCTU
OCYIIECTBIISIET OPTaHU3ALMIO U KOHTPOJIb UCTIOTHEHHUS:

- yKa3aHWMH, JAHHBIX OpraHamu (QeneparbHON CIyKObl OE30MaCHOCTH IO
pe3yibTaTaM MOHUTOPHUHTA,

- OpPraHU3alMOHHBIX M TEXHHUYECKHUX MEp, pElIEHHuE O HEeO0OXOAMMOCTU
OCYIIECTBJICHUSI KOTOpHIX TpuHATO DenepasibHONW Ciy)00W 0€30MacHOCTH
Poccuiickoit ®enepann u  denepanbHON CIy)KO00M 110 TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOJIKO B MpeAenax MX KOMIIETEHLIHWH U HAlpaBJIEHO B aJpec
YUPEKICHHUS.

4. POPMUPOBAHUE TPEBOBAHUU K 3AIIIUTE NHO®OPMAIINU,
COJIEP)KAIIIENCS B UH®OPMAIIMOHHOM CUCTEME

4.1. ®dopmupoBanue TpeOOBaHUH K 3aLIUTE HH(POPMALIUH, COAEpIKAIIEICS B
NC, ocyiiecTBIseTCS YUPEKICHUEM.

4.2. dopmupoBaHue TpeOOBaHMM K 3a1TUTE HH(DOPMAIUH, COACPIKAIIICICS B
NC, BkIrOUaeT:

- TMPUHATHE PpEHIeHUS O HEOOXOJUMOCTH  3alllUThl  MHQPOpPMAIIUH,
coaepxauercs B 1C;

- wnaccudpukammro HMC mo  TpeboBaHWAM  3amUTBl  WHGOPMAIINH,
onpeneneHne ypoBHs 3amuiieHHocty [1/{xn mpu ux o6padorke B UC;

- ompeneneHue yrpo3 0e30MmacHOCTH MH(oOpMaIuu, peanu3aius KOTOPhIX
MOKET MPUBECTU K HapymieHuto 6e3onacHoctu uHdopmaruu B UC, u pazpaboTky
Ha UX OCHOBE MOJIENIH yrpo3 06e30macHOCTH HH(OpMAINK;

- omnpenenenue TpedoBannii k C3U.

4.3. Tlpu npuHATHM pElICHHs O HEOOXOJAMMOCTH 3alIUThl MHGOPMAIIHH,
coaepxkauiercs B UC, ocymectasiercs:

- ananu3 ueneut coznanus MC u 3anay, pemaemsix stor MC;

- omnpeaenenue uupopmaiuu, noayexaimieit oopadorke B UC;

- aHallM3 HOPMAaTHBHBIX IPABOBBIX aKTOB, METOJMYECKHX JIOKYMCHTOB H
HAIMOHAIBHBIX CTAH/IAPTOB, KOTOPBIM JIOJDKHA COOTBETCTBOBaThH MC;

- TNpUHATHE penieHuss o Heobxoaumoctu co3ganuss C3U, a Takxke
ompejienieHre I1ene u 3amad 3ammThl uHGopMmaruu B MC, OCHOBHBIX JTaroB
coznanust C3U u pyHkimii mo obecrneueHunto 3amuThl HHOOPMAITIH, COIePKAIICHCS
B C.

4.4. Pe3ynbTaThl KJ1accu(UKaIuu nucC oopMIISTIOTCS aKTOM
KJIacCCU(UKAIIUH.

4.5. Pe3ynbTaThl omnpeneneHus ypoBHsS 3amuineHHoctd II/lH mpum ux
obopabotke B IC ohopMIIAIOTCS aKTOM OTIpEeIeICHIS YPOBHS 3alIAIIEHHOCTH.
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4.6. Yrpo3bl 6€30MaCHOCTH UH(POPMALIMK ONPEACISIIOTCS M0 Pe3yJibTaTam
OLIEHKH BO3MOXXHOCTEH (TOTEHI[Malla) BHEIIHUX M BHYTPEHHUX HapyIIUTENEH,
aHaiM3a BO3MOXHBIX ysi3BUMocTel MC, BO3MOXKHBIX CIIOCOOOB pean3aluu yrpos
Oe3omacHocTH HH(GOPMALIMHU U TTOCIEICTBUI OT HAPYIICHHUSI CBOMCTB 0€30MacHOCTH
nHpopMaru (KOHOHUIACHITMATLHOCTH, IIEJIOCTHOCTH, IOCTYITHOCTH ).

4.7. B kauecTBe UCXOJHBIX TAHHBIX IS ONPEACIICHUs yIpo3 0€30MacCHOCTH
uHGOpMAIlMU UCTOJb3yeTcsl OaHK MaHHBIX yrpo3 Oe3omacHOCTH WHGOpPMAaILUU
(bdu.fstec.ru), Benenue koroporo ocymiectpisiercs @CTIK Poccun.

4.8. Tlpu ompeneneHuu yrpo3 0€30MacHOCTH WH(POPMAIIUN YUUTHIBAIOTCS
CTPYKTYpHO-(pyHKIIMOHANIbHBIE XapakTepucTuku MC, BKIIIOUAIONUE CTPYKTYPY H
cocra UC, ¢duzmyeckue, norudeckue, (yHKIHUOHAIBHBIE U TEXHOJOTUYECKHE
B3auMocBsa3u Mexay cermeHtamu HMC, ¢ uasiMu MC u uHPOpMamoHHO-
TEJIEKOMMYHUKALMOHHBIMU CETSMHU, peKUMBbI 00padboTku nHpopmaruu B UC u B ee
OTJENbHBIX CEerMEHTax, a Takke uHble xapakrepuctuku HC, mpumensemsble
MH(OPMAIMOHHBIE TEXHOJIOTUN U OCOOEHHOCTH €€ (PYHKIIMOHUPOBAHMS.

4.9. [TIlo pe3ynbTaTam onpeeneHus yrpo3 0e30macHocTd HHpopMaIuy mpu
HEOOXOJAMMOCTH  pa3padaThIBalOTCd  PEKOMEHJAUMU 10  KOPPEKTUPOBKE
CTPYKTYpHO-(PYHKIIMOHANBbHBIX  xapakrtepuctuk  WMC,  HampaBieHHble  Ha
OJI0KUpOBaHUE (HEUTpATU3aIlNIO) OTACIBHBIX YIPO3 0€301MacHOCTH MH(GOPMAIIHH.

4.10. Mogens yrpo3 Oe3omacHocTH WHGOpPMAUMK JOJKHA COJIEPIKATh
omucanne MC u ee CTPYyKTypHO-(QYHKIIMOHAJIBHBIX XapaKTEPUCTHUK, a TaKKe
ONMHMCaHWEe Yrpo3 O€30MacHOCTH HH(OpPMAlMK, BKIIOYAIOUIEE  OMHMCAHHE
BO3MOYKHOCTEH HapymuTeneil (Moenb HapymIUTeNsl), BO3MOXKHBIX YSI3BUMOCTEH
NC, cnocoboB peanuzaiuy yrpo3 06e30macHOCTH WHPOPMAIUHA U TOCISACTBHA OT
HapyLIEHUs1 CBOMCTB 0€30MaCHOCTH HH(POPMALINH.

4.11. TpeboBanuss k C3U ompenensoTcss B 3aBUCUMOCTH OT KJjacca
samumenHocty UC, ypoas 3ammiennocty [1J{H npu ux o6padotke B UC u yrpo3
Oe3omacHoCTH HMH(pOpPMAIMHM, BKIIOYEHHBIX B MOJEIh yrpo3 0e30macHOCTH
uHdopMaIuu.

4.12. Ilpu onpenenenun TtpedoBaHuil Kk C3M y4HTHIBAIOTCS MOJOXKEHHUS
HOJIMTUKU YUPEXKICHUS YUYPEKACHHUS B OTHOUIEHMH OOpabOTKH NEepCOHAIbHBIX
JTaHHBIX.

5. PABPABOTKA CUCTEMBbI 3AIIIUTBI UHOOPMALINAU

5.1. Pazpabotka C3U opranusyercst yupexIeHHEM.

5.2. Pazpaborka C3U ocymiecTBisieTCS] B COOTBETCTBUU C TEXHUYECKUM
3aganueM Ha co3xanue C3U1 1 B TOM 4HcCIiIe BKITIOYAET:

- npoektupoBanue C3U:

- pa3paboTKy 3KCILTyaTallMOHHON qoKkymeHTanuu Ha C3U;

- MaketupoBaHue u TectupoBanre C3U (mpu HEOOXOIUMOCTH).
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5.3. C3M He gomkHa NpensiTCTBOBATH JOCTWXKEHUIO 1esien coznanusa MC u
ee QyHKIIMOHUPOBAHHUIO.

54. Ilpu pazpaborke C3U yuuteiBaeTcss ee¢  HMHGOPMAIMOHHOE
B3aumozeiicteue ¢ uHbIMA WMC m uHDOpMAIMOHHO-TEIEKOMMYHUKAITMOHHBIMU

CETSAMM.
5.5. Ilpu npoektupoBanun C3M  OCyIIECTBISAIOTCA  CHEAYIOLIUE
MEPOTIPUSATHUS:

- ONpEAeNAITCS TUIBl CYOBEKTOB AOcCTyna (MOJb30BaTEIH, MPOIECCHl U
WHBIC CyOBEKTHI IOCTYIA) M 0OBEKTOB JOCTYIIA, SBJISFONTUXCS 0OBEKTaMU 3aIUTHI
(ycTpoiicTBa, 00BEKTHI (haiiIOBOM CHCTEMBI, 3aITyCKAEMBbIE U UCTIOHEMBIE MOYJIH,
OOBEKTHl CHUCTEMBbI yIOpaBieHHs Oa3aMu JaHHBIX, OOBEKTHI, CO3/aBacMbIC
MPUKJIATHBIM IIPOTPAMMHBIM 00ECIIEYCHUEM, HHBIC OOBEKTHI JOCTYIIA);

- ONpENeNAIOTCS METOAbl  YIPaBJICHUS JOCTYIIOM  (JUCKPEIUOHHBIMN,
MaHJATHBIA, POJICBON WM WHBIC METOJBI), THUIBI JO0CTyna (YTECHHUE, 3aIuCh,
BBITIOJITHCHUE WM WHBIE THUIBI JOCTyNa) W TPaBWIA pa3TpaHUYCHHUS JOCTyIa
CyOBEKTOB JocTynma K OOBEKTaM JoCTyna (Ha OCHOBE CIHCKOB, METOK
0e30macHOCTH, POJICH M MHBIX TIPAaBMI), TToaJiexarue peatusanuu B VC;

- BBIOMpAIOTCA MEPBI 3aIIUThl MH(DOpMAIUU, MOJIeKAIINE peau3alii B
C3U;

- ONpPENeNsAIOTCS BUABI W THUIBI CPEACTB 3alUTHl  WH(POPMAIINH,
00ecIeynBaoIINe peaTn3alnio TEXHHIECKUX Mep 3alIUThl HH(OPMAITIH:

- ompenensiercs ctpykrypa C3U, Bkitodyasi coctaB (KOJIMYECTBO) U MECTa
pa3MeIeHUs €€ IIIEMEHTOB;

- OCYUIECTBIIAETCS BBIOOD CpEICTB 3aIUTHI uHdopmaIuu,
cepTU(UIIMPOBAHHBIX HA COOTBETCTBHME TpeOOBaHUSM 10 0€30MacHOCTH
uH(pOpMAaIUU, C YYETOM HUX CTOMMOCTH, COBMECTUMOCTH C HH(POPMAIMOHHBIMHU
TEXHOJIOTUSIMH W TEXHUYECKUMHU CpeACTBaAMHU, (QYHKIHMH OE30MacHOCTH 3THX
CPEACTB U OCOOCHHOCTEH MX pealu3alliu, a Takxke Kiacca 3amuiieHHoctu MC,
ypoBHs 3amuiieHHocTH [11a mpu ux o6padotke B UC;

- ONpEAeNAOTCS TpeOOBaHWSA K IMapaMeTpaM HACTPOWKH MPOTPaMMHOTO
oOecrieueHusi, BKJIIOYas MporpaMMHOE  OOECleueHHWE CPEACTB  3alllUTHI
nH(popMaIuu, 00eCIIeYnBAOIINE PEATU3AINIO MEP 3aIIUTH HHPOPMAITHH, a TaKKe
YCTpaHEHHE BO3MOXKHBIX ys3BuMocTel [1C, mpuBoAsIIMX K BOZHUKHOBEHHUIO YTPO3
6e3omacHocTU MH(pOpMAIUY;

- ONpPEACNAIOTCS MEpbl 3aluThl WHGOpPMAIMU Npu WHOOPMAITMOHHOM
B3aumozeicteu ¢ uHBIMEH MC u uHpOpMaMOHHO-TEIEKOMMYHUKAITMOHHBIMU
CETSIMU.

5.6. Pesynpratel mpoektupoBanus C3M oTpaxarTcs B IPOEKTHOM
nokymenTtauuu Ha MC.

5.7. Ilpum oTcyTcTBUHM HEOOXOAMMBIX CPEICTB 3alUThl HHPOpPMALIUU,
CepTU(UIIMPOBAHHBIX HA COOTBETCTBHE TpeOOBaHUSAM II0  0E30MacHOCTH
uHdopmaluu, oOpraHuzyercs paspaborka (gopaboTkKa) CpEACTB  3alUThHI
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uHpopmanuu U uUX cepTUdUKALUI B COOTBETCTBUU C 3aKOHOAATEIbCTBOM
Poccniickon denepannn Wiy NpOU3BOIUTCA KOPPEKTUPOBKA ITPOEKTHBIX PELICHUN
no C u (mmm) ee C3U ¢ yueroM (yHKIIMOHATIBHBIX BO3MOXKHOCTEH MMEIOIIUXCS
cepTU(UIIMPOBAHHBIX CPECTB 3aLITUTHI HHPOPMAIUH.

5.8. Pazpabotka AKCIUTYyaTallMOHHOU JIOKYMEHTAIUU Ha C31
OCYIIECTBJISIETCSI B COOTBETCTBUU C TEXHUYECKHUM 3a7aHueM Ha co3aanue C3U.

59. Ilpm wmakernpoBanuu u TectupoBanuu C3M B TOoM uwHcie
OCYIIECTBIISIOTCS:

- IMpoBepKa pabOTOCIOCOOHOCTH M COBMECTHMOCTH BBIOPAHHBIX CPEICTB
3alUThl MHPOPMAIMK ¢ UH()OPMAIMOHHBIMU TEXHOJOTHSIMH U TEXHHYECKUMU
CpEelICTBAMH;

- TpPOBEpKa BHITIOJHEHHS BHIOPAHHBIMHU CPEACTBAMH 3aIIUTHl HHPOPMAIUH
TpedoBanuii k C3U;

- KOpPPEKTUPOBKA MPOEKTHBIX pPEIIEHUH, pa3paOOTaHHBIX MHpPH CO3JIaHUU
C3M1.

5.10. MaketupoBanue C3U u ee TeCTUpOBAHUE MOMKET IPOBOJUTHCS B TOM
YHUCIIE C UCIOJIb30BAHUEM CPEACTB U METOJ0B MojienupoBanus MC u texHonoruii
BUPTYyaJIu3aluu.

6. BHEJAPEHUE CUCTEMbI 3AIIIUTHBI UTHO®OPMAILINHU

6. 1. Buenpenne C3U opranu3yeTcss yupeKICHUEM.

6.1. Buenpenne C3M ocCylliecTBISAETCS B COOTBETCTBUM C MPOECKTHOU H
AKCIUTyaTallMOHHOW TokyMeHTauue Ha C3U1 1 B TOM YUCIie BKIIKOYAET:

- YCTaHOBKY M HacCTpOMKY cpeacTB 3auThl nHMopmanuu B UC;

- pa3pabOTKy JOKYMEHTOB, ONPEACNAIOMNX TMpaBuja U HPOLEAYpHI,
peanu3yemble yupexxaeHueM Juis odecrieueHus 3amutbl nHpopmarmu B UC B xone
ee JIKCIUTyaTaluu (Jajnee - OpraHu3aluOHHO-PACHOPAIUTENbHBIE JTOKYMEHTHI IO
3amuTe nHpopmaIum);

BHEJIPEHUE OPraHU3alMOHHBIX MEpP 3alIUThI HH(OPMAIUY;
npenapurenbhbie ucnbiTanus C3U (mpu HeoOX0aAUMOCTH);

onbITHYIO 3KcIyarauuio C3U (mpu He0OXOAMMOCTH);

aHanu3 ys3BumMocteil UC u npuHsATHe Mep 3auThl MHGOPMAIUU 110 UX
YCTPaHEHHUIO;

- npueMouHble ucnbiTanus C3U (npu He0OXOAUMOCTH).

6.2. YcraHoBKa H HaCTpoika cpeAcTB 3amuThl nHGopmanuu B UC momkHa
IPOBOJUTHCA B COOTBETCTBUM C IKCIUTyaTallMOHHOW JoKymeHTauued Ha C3U u
JIOKyMEHTaIMEeN Ha CPEJICTBA 3allIUThl HHPOPMALIUH.

6.3. PazpabarbiBacMble OpPraHU3aLMOHHO-PACTIOPSIIUTEIbHBIE JTOKYMEHTHI
10 3alIUTe UHPOPMALIUU JOJIKHBI ONIPENEIATh MpaBuia U NpOLEAYphI:

- IUTAHUPOBAHUS MEPOTNPUATUH 110 3aruTe nHpopmanmu B VC;

- ynpasienus (agmuauctpupoBanus) C3U;
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- BBISBJICHHS MHIIUJAEHTOB (OJHOTO COOBITHS WM TPYIIBl COOBITHI),
KOTOpBbIE MOTYT MPUBECTH K COOSM uiu HapymeHuto ¢yHkuuonupoanus MC u
(W1H) K BOBHUKHOBEHHIO YIpo3 0€30MacHOCTH MHMOpMaIK (ajiee - UHITUACHTHI),
U pearupoBaHUs Ha HUX;

- ynpasieHust koHpurypanuei arrectroBannoit UC u C3U;

- KOHTpoJisI 3a oOecleueHWeM YpOBHS 3alIUIICHHOCTH WHGOpMAIINH,
conepxaierics B UC;

- uH@opMupoBaHus u o0yuenus nepconaia 1UC;

- 3amuThl MHQOpMaNMKU Tpu BbIBoAe u3 3kcrutyatanuu MC wiam mocne
MPUHATHUS PEIICHUs] 00 OKOHYaHUN 00paObOTKH MH(GOPMAIIHH.

6.4. Ilpm BHeOpeHHM OpPraHU3AIMOHHBIX MEp 3allUThl HH(pOpMALUU
OCYLIECTBIISIIOTCA:

-peanu3anus MpaBWil pa3rpaHUYEHUs] JOCTyMa, PErIaMEHTUPYIONIUX IpaBa
JI0CTyIa CyOBEKTOB JIOCTYNa K OOBEKTaM JIOCTYyINa, U BBEJICHHE OTPAaHUYCHUM Ha
NENCTBHUS MMOJIb30BATENEH, a TAKKE HA U3MEHEHUE YCIOBUI IKCILTyaTallii, COCTaBa
U KOH(MUTYpallUd TEXHUYECKUX CPEJICTB U TPOTPAMMHOTO 00eCIIeUEHUSI:

- TMpOBEpKa IMOJHOTHI M JCTAIBHOCTM ONUCAaHUS B OPraHU3alUOHHO-
pacnopsiIUTENLHBIX ~ JOKYMEHTaX IO  3amure  UHpopManuud  JeHCTBUN
noJib3oBaTenie u aaMuHucTparopoB C mo peanmzanuu OpraHU3AIMOHHBIX MEp
3alUThl HHPOPMALIUK;

- orpaboTKa  JNEWCTBUM  JODKHOCTHBIX  JIMII U TOJPA3CICHUMH,
OTBETCTBEHHBIX 32 pPEaIU3alUI0 MEP 3alIUThl THOPMALIIH.

6. 6. IlpenBaputensHbie ucnbiTanuss C3M  BKIIOYAIOT  TPOBEPKY
paborocniocoonoctr C3U, a Taxke MPUHATHE PEIIEHUS O BO3MOXKHOCTH OMBITHON
skcrryatauuu C3H.

6.7. OnbITHas DKCIUTyaTalus C3u BKJIFOYAET MIPOBEPKY
¢bynkunonuposanus C3U, B ToM yuciie peaqn30BaHHbIX MEp 3alllUThl HH(pOpMaIuy,
a TaKX€ TOTOBHOCTh MOJIb30BATENICH U aAMUHUCTPATOPOB K dKkcruryaranuu C3U.

6.8. Amnamu3 ya3sumocteid IC npoBoauTes B LENISAX OLIEHKH BO3MOKHOCTH
npeonosiennss HapymureneM C3M m  npenoTBpalieHUs pean3alud  yrpo3
oe3zomacHoctn wHGopMmanuu. AnHamu3 ys3Bumocted HMC BkiIrouaer aHaim3
ySI3BUMOCTEH  CpPEACTB  3amuThl  MH(pOpMAIMK, TEXHUYECKHX CPEACTB U
nporpammuoro oboecneuenus MC. Ilpu ananuze yszBumoctedt MC mposepsieTcs
OTCYTCTBHE U3BECTHBIX YSI3BUMOCTEH CPEICTB 3aITUTHI HH()OPMAITUHU, TEXHUYECKUX
CPEIICTB U MPOTPAMMHOI0 OOECIEYEHUsl, B TOM YHUCJIE C Y4YeTOM HH(pOpmanuu,
UMEIOIIEHCsT y pa3pa0OTYMKOB W TIOMYYEHHOW W3 JPYTrUx OOMIeTOCTYITHBIX
WCTOYHUKOB, TIPABUIBHOCTh YCTAHOBKM ¥ HACTPOWKH CPEACTB  3allUTHI
uHPOpMAIINK, TEXHUYECKUX CPEICTB W TMPOTPAMMHOIO OOECIICUeHUs, a TakKe
KOPPEKTHOCTh pabOTHI CPENCTB 3alIUTHl HH(DOPMAIIUU TIPH UX B3aUMOJICUCTBHUU C
TEXHUYECKUMHU CPEJICTBAMH M IPOTPAMMHBIM o0ecrieueHrneM. B ciydae BeIsSBICHUS
yszumoctet UC, mpuBOASIIUX K BO3HUKHOBEHUIO JOMOJHUTEIBHBIX YIPO3
6e3omacHocTH UH(POPMAITUHU, TTPOBOJUTCS YTOUYHEHUE MOJIENIN YTPO3 OE30MaCHOCTH
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uHpopMalMi M MOpU HEOOXOAUMOCTH MPUHUMAIOTCS JOMOJHUTEIbHBIE MEpHI
3amuThl HHGOPMAIINK, HATIPABJICHHBIC HA YCTPAHCHHUE BBISIBJICHHBIX YSI3BUMOCTEH
WIM HUCKIIIOYAIOIIME BO3MOXHOCTh HUCIOJIb30BAaHUSI HAPYIIUTENIEM BBISIBICHHBIX
ys3BuMoctel. [lo  pesynpraTam aHanu3za  ySI3BUMOCTEH  JIOJDKHO — OBITH
noatrBepkaeHo, yto B MC OTCYTCTBYIOT YSI3BUMOCTH, CojiepKamiuecs B OaHKe
naHHbIX yrpo3 Oe3zonacHoctu uHpopmanmun PCTIK Poccuu, a Takke B MHBIX
MCTOYHHKAX, WM UX UCIIOJIb30BaHUE (IKCIUTyaTallHsl) HAPYIIUTEIEM HEBO3ZMOXKHO.
6.9. Ilpuemounsie ucnbiTanuss C3U BKIIOYAIOT OPOBEPKY BBINOJHEHUS
TpeboBanuii k C3M B COOTBETCTBUU C TEXHUYECKUM 3a7aHneM Ha co3nanue C3U.

7. ATTECTAIIMA HH®OPMAIIMOHHON CUCTEMBI

7.1.  Atrecraimss MUC mpoBoAWTCS Ha dTane €€ CO3JaHus WU Pa3BUTHUS
(MOJepHU3aLIMN) U IPEAYCMATPUBAET IPOBEICHUE KOMILJIEKCA OPraHU3allMOHHBIX U
TEXHUUYECKUX MEPONPUSATUNA U PabOT (aTTECTAIlMOHHBIX UCIIBITAHUN), B PE3yIbTaTe
KOTOpBIX moaTBepkaaercss coorBerctBue MC TpeboBaHMsM 1O  3alluTe
uH(pOpMaIUK B YCIOBUSX €€ dKCILTyaTauuu. Jlomyckaercsa NpoBeiCHUE aTTeCTallun
NC na sTane ee sKCIUTyaTalluy B cllydae, €CJIM BEJOMCTBOM MPHUHATO peUIeHre 00
o0paboTke 3amuiaeMoil nHpopManuu nocie BBojaa B skciuryatanuio NC.

7.2. Jlns  TpOBENEHHMS  ATTECTAUMOHHBIX  HWCIBITAHUM  YUPEXKACHUS
YUPEKACHUE IPUBJIEKAET OPraHU3aAINI0, UMEIOLIYIO JIMIEH3UIO Ha OCYILECTBICHNUE
JEATEIIBHOCTH 0 TEXHUYECKON 3ammre KoH(pUIeHIHaNbHOU uHpopmaiuu (c
IIPaBOM MPOBENICHUS padOT M OKa3aHUsI YCIYT MO aTTECTAIMOHHBIM HCTIBITAHUAM U
aTTECTallMM Ha COOTBETCTBHE TPeOOBAHUSAM I10 3alUTe WH(POpPMAIHH), BBIIAHHYIO
OCTOK Poccum B coorBerctBuu ¢ [lomoxkeHunem 0O  JIMIIEH3UPOBAHUU
NEATEIPHOCTH 10 TEXHUYECKOW 3ammTe KOHGUIACHIMAIBHOU HWH(POpPMAIIUH,
YTBEpXKIAEHHbIM TNocTtaHoBieHueM [IpaButensctBa Poccuiickoin denepanuun ot 3
dbespaist 2012 r. Ne 79 (nanee - opras no arrectaium).

7.3. Cpox mnpoBeneHuss padbor mo arrectanuun KMC ycranaBiauBaetcs
YUPEXKACHUEM [0 COIJIACOBAHUIO C OpPraHoM IO AaTTeCTAllMM, HO HE MOXKET
MPEBBIIATH YETHIPEX MECSIIEB.

7.4. Ilpoenenuwe arrecTalMOHHBIX HcHbITaHuil WMC  10MTKHOCTHBIMU
JUIaMH, OCYIIECTBISIONMMMU TpoekTupoBanue u (i) BHeapenue C3U UC, ne
JOIYCKaeTCsl.

7.5.  Jns mpoBeneHust paboT MO aTTECTAlUU YUYPEKICHUE MPEACTABISET B
OpraH MO aTTECTAllMU CIEAYIOIINE JOKYMEHTbl WIM HUX KONUU (IO PEHICHUIO
BEJIOMCTBA JOKYMEHTBHI (MX KOIHH) MOTYT OBITh MPEJCTaBICHHI B OpraH IIO
aTTeCTallMU B BUJE DJIEKTPOHHBIX JOKYMEHTOB):

- texunyeckuii macnopT Ha UC mo dopme cormacHo mpuinokennro Ne 1 k
[lopsinky opraHu3anud W TPOBEAEHUS pabOT MO aTTecTauud OOBEKTOB
uHpOpMaTH3allUd Ha COOTBETCTBHME TpPEOOBAHUAM O 3amuTe WHOOpPMAIUU
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OTPaHWYEHHOIO  JOCTYIIa, HE COCTABILIIOLIEH TOCYJApCTBEHHYIO  TaliHY,
yrBepkieHHOMY npukazoM @CTOK Poccum ot 29 anpens 2021 r. Ne 77;

- akt kinaccupukauun HMC no ¢opme cornacHo npunoxeHuro Ne 3 k
[lopsinky oOpraHu3auMd W TPOBEAEHUS pabOT MO aTTecTauud OOBEKTOB
uHpOpMaTU3allud Ha COOTBETCTBUE TpeOOBaHUSAM O 3amuTe UHGPOpMaLUU
OTPaHUYECHHOI'O0  JOCTYIA, HE COCTABJLIIOLIEH TOCYAAPCTBEHHYIO  TaliHY,
yrBepxkieHHOMY npukazoM @CTIOK Poccum ot 29 anpens 2021 r. Ne 77;

- aKT ompezeneHus ypoBHs 3amuiieHHocty [1J{H npu ux obpadorke B UC
(mpu o6padoTtke B arrectyemoit UC [1/1H);

- MOJIENb YIpo3 0e30MacHOCTH HH(popMaLnu;

- TEeXHMYECKOE 3a/JaHue Ha co3fgaHue (pasButue, moaepHuzauuio) 1IC u
(WIM) YacTHOE TEXHWYECKOE 3aJaHue Ha CO3/aHue (pa3BUTHE, MOJECPHHU3ALMIO)
cuctemMsl 3auThl nHpopmanuu [1C;

- TMPOEKTHas JOKyMEHTalusi Ha cucteMy 3amuTsel uHpopmamuu HC (B
ciyyae ee pa3padotku B xoje coznanusi UC);

- DKCIUTyaTallMOHHAs IOKyMEHTallUs Ha cucTemy 3amuThl nHpopmarmu NUC
Y IPUMEHSIEMBbIE CPEJICTBA 3aIIUTHI HH(POPMALIHH;

- OpraHU3alMOHHO-PACHOPSAUTEIbHBIC TOKYMEHTBI 1o 3aIInTe
uHGOpMallMU BEJAOMCTBA, pPErJaMEHTHPYIOMIME 3alUTy HHPOpMAlUUd B XOJ€
skcrtyaranuu MC, B ToM 4ducie miaH MepOnpHsITHIl Mo 3aliuTe nHpopmManuu Ha
NC, noxyMmMeHTbl 1O TOpPSAKY OLEHKH Yrpo3 Oe3omacHOCTH HH(pOpMalu,
VIOPABJICHUIO  (aAMUHUCTPUPOBAHMUIO)  CHUCTEMOH  3alllUThl  MHQOpPMALUU.
ynpaieHuto koHpurypauuein MC, pearupoBaHuio Ha MHIUAECHTHI 0€30M1aCHOCTH,
WHOOPMUPOBAHHUIO U OOYYECHHIO TIEPCOHANIA, KOHTPOJIIO 32 00ECIICYCHHEM YPOBHS
3alMIIEHHOCTH HH(pOopMaluu (Aajiee - JOKYMEHTHI 110 3allluTe HHpopManun);

-JIOKYMEHTBI, COJEpXallre pe3ysbrarel aHanu3a yszsumocred HMC wu
INPUEMOYHBIX HCHBITAHUU cucTeMbl 3amuThl uHpopmamuu HWC (B ciyvae
MPOBEJICHUS aHAJIN3a U UCTIBITaHUH B Xojie co3aanust NC).

7.6. Atrecraumss MC mpoBOAWTCS B COOTBETCTBUU C MPOrPaMMoONl U
METOJAMKAMU  aTTECTAMOHHBIX  McoblTaHuidl. [IporpaMmmMa u  MeTOAMKH
aTTECTAllMOHHBIX MCHBITAaHUN pa3pabaThiBa€TCs OpPraHoM IO aTTecTaluu B
cooTBeTcTBUM € [lopsinikom opraHuzanuu W NpoBeAeHUs paboT MO aTTeCTaluu
00BEKTOB MH(GOPMATHU3AIMY Ha COOTBETCTBUE TPEOOBAHUSM O 3alIUTe HH(OpMALIUH
OTPaHUYEHHOIO0  JOCTYIlA, HE COCTABIAIONIEN TOCYIapCTBEHHYIO  TaliHY,
yrBepxkaeHHbIM npukazom PCTIOK Poccum or 29 ampens 2021 r. Ne77, m
COIJIaCOBBIBAETCSI C BEIOMCTBOM. B XO7€ aTTECTalMOHHBIX MCIBITAHUI OpraH IO
aTTeCTallMM MOXET BHOCHTh W3MEHEHMS B IporpaMMy W  METOJUKH
aTTECTAI[MOHHBIX UCTIBITAHUMN MO COIIACOBAHUIO C BEJOMCTBOM.

7.7. B mporpamMmy ¥ METOAWKH HCIBITAHUN TOJDKHBI OBITH BKIIFOUCHBI
CJIEIYIOLIME METO/Ibl IPOBEPOK (MCIBITAHUI):

- JKCHEPTHO-AOKYMEHTAJIBHBIA METOJ, NPEeLyCMaTpPUBAIOIINANA IPOBEPKY
cootBercTBUs C3U MC ycTaHOBIEHHBIM TPEOOBAHMSM TI0 3aIIUTe HHPOpMAIUK Ha
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OCHOBE  OLICHKM  JKCIUIyaTalMOHHOW  JOKyMeHTauuu. OpraHu3alMOHHO-
pacmopsiAUTEIbHBIX JTOKYMEHTOB MO 3allluTe HHPOpPMAIMH, a TaKXKe YCIOBUU
¢ynkuonuposanus UC;

- a”amu3 ys3BuMoctedl MC, B TOM umMcie BBI3BaHHBIX HENPaBUIbHOU
HACTPOMKON (KOH(QUIYypUpPOBaHMEM) IPOrPAMMHOIO OOECIEYEHHUs] U CPEICTB
3alIUThl THPOpMALUH;

- WUCHBITaHUsA C31 yTeM OCYILECTBIICHUS IIOIIBITOK
HECaHKIMOHUPOBaHHOT O AocTyna (Bo3zaeiicteus) k UC B 06xox ee C3U.

7.8. Homyckaercs  arrectauuss HWC  Ha  OCHOBE  pe3yJbTaTOB
aTTECTAIlMOHHBIX UCIBITAHUU BBIJEIEHHOTO0 Habopa cerMeHToB MC, peanu3yromux
HOJIHYIO TEXHOJIOTHI0 00paboTku nHpopManuu. B 3ToM ciryyae pacnpocTpaHeHue
aTTecTaTa COOTBETCTBUA Ha apyrue cermeHTsl MC ocymiecTBiasieTcss Mpu yCI0BUU
ux coorBercTBUs cermeHTtam HMC, mpomenmuM aTTeCTallMOHHBIE HCIIBITAaHUS.
CerMmeHT cuuTaercs COOTBETCTBYHOIIMM cerMeHTy MC, B OTHOIIEHHH KOTOPOTO
OBLIM MPOBEIECHBI ATTECTALIMOHHBIE UCIBITAHMS, €CIIHM JJI1 YKa3aHHBIX CErMEHTOB
YCTAaHOBJICHBl OJWHAKOBBIE KJIACCHl 3alMIIEHHOCTH, YPOBHHM 3alUIIEHHOCTH,
YPOBHH BaXHOCTH, YT'PO3bl 0€30M1aCHOCTH HH(POpPMaALIMH, pEaTU30BaHbl OJIUHAKOBBIE
npoektHble pemennss nmo MC u ee C3U. B cermenrax WC, Ha KoOTOpbIE
pacnpocTpaHsieTcsi aTTecTaT COOTBETCTBUSA. BenomcTBoM —oOecneunBaercs
cOOJII0ICHUE HKCIUTyaTallMOHHOW nokymeHTanmu Ha C3M u opraHu3alluoOHHO-
pacnopsAUTENbHBIX TOKYMEHTOB IO 3aIUTe HHPOPMAIUH.

7.9. Ocobennoctn  arrectauun MC  Ha  OCHOBE  PE3yJIbTATOB
aTTECTAllMOHHBIX UCTIBITAHUH BBIJIEJIEHHOTO Ha0Opa €€ CErMEHTOB, a TAKXKE YCIOBUS
Y TIOPSOK PacIpOCTPAHEHHUs aTTecTaTa COOTBETCTBUS Ha Apyrue cermMeHtsl MC
JIOJKHBI OBITH ONpPEEICHbl OPraHOM IO aTTECTalMd B MPOrpaMMe U METOJIMKaX
aTTECTALMOHHBIX MCIBITAHUMN, 3aKJIIFOYEHUH U aTTECTaTe COOTBETCTBUS.

7.10. B xXome aTTecTAallMOHHBIX MCIIBITAHUA BEIOMCTBOM MOJKET BHOCHUTH
n3meHeHus B IC, B TOM 4mclie B apXUTEKTypy €€ CUCTEMbI 3alUThl HHPOpPMaLIUH,
B 1ensix npueneHus C B cooTBeTcTBUE C TPEOOBAHUSIMHU 1O 3aIIUTE HHDOPMALIUH.

7.11. Ilo pe3ynpTaTaM aTTECTAllMOHHBIX UCTIBITAHUM YUPEKICHHUE MTOIYYaeT
OT OpraHa Io aTTeCTalUU CIAEAYIOINE JOKYMEHTBI:

- 3aKJIFOYEHUE T10 PE3yabTaTaM aTTeCTalMOHHbIX ucnbiTanuil 11C;

- TPOTOKOJ MO pe3yJbTaTaM aTTeCTalMOHHbIX uctbiTanuii [1C.

7.12. B cnywyae HanuuMsl B IOJIYYEHHBIX YUYPEXKICHHEM OT OpraHa Io
aTTeCTAallUM 3aKJIIOYEHWH W TPOTOKOJE CBEICHHM O HAIWYMHA HEIOCTATKOB
(HecooTBeTCTBUN cucTeMbl 3amuThl HHGopManuu MC TtpeboBaHUSAM MO 3aluTe
uHbOpMaIlMK) BEIOMCTBO OLIEHUBAET BO3MOXXKHOCTh MX YCTPaHEHHUS B Ipoliecce
arrectaim VIC u, mpu BO3MOXKHOCTH, oOecrneunBaeT ux ycrpanenue. Ilo
pe3yiabTaTaM YCTpPaHEHHS BCeX OO0O3HAUYEHHBIX B 3aK/IIOUEHHU M TPOTOKOJIE
HEJIOCTATKOB yupexaeHre 0pOopMIISET U HAPABJISIET B aJIPEC OpraHa M0 aTTecTaluu
yBeIOMJIEHHE 00 yCTpaHEHUH HEJJOCTATKOB JJIsl OLICHKH Ka4eCTBa UX YCTPaHEHUSI.
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7.13. Ilo pe3ynbTaTaM OLIEHKH Ka4€CTBA YCTPAHEHUS HELOCTATKOB OPraH IO
aTTeCTallMy MOBTOPHO O(OPMIISIET U HAIIPABIIAET B aAPEC YUPEKIACHUS 3aKITI0UCHHE,
B KOTOPOE BKJIIOYAIOTCS CBEACHUS 00 YCTPAHEHUH YUPEKICHUEM BCEX BBISIBICHHBIX
HEJOCTAaTKOB, a TaKXK€ JEJIaeTcd BBIBOJ O BO3MOXHOCTH BBIJAYM aTTECTATA
COOTBETCTBHSI TpeOOBaHMSIM IO 3amuMTe HHPOpManuud (Jajgee - arrecrar
cootBercTBUs) Ha VIC.

7.14. VupexJeHne B Cllydya€ HECOIJIACHS C BBISIBICHHBIMH OPTraHOM IO
aTTeCTallU HEJOCTATKAMH W BBIBOJAMH, COJCPKAIIMMUCS B 3aKIIOYCHUU U
IIPOTOKOJIAX, HANpaBiIeT B Te€UeHUE S5 pabouMx JHEW C MOMEHTa IOJYyYEHUs
3aKJIIOUYEHUSI U TMPOTOKOJIOB MUCHMEHHOE oOOpalieHne ¢ OOOCHOBAaHHUEM TaKOTO
Hecornacus Bo @CTIK Poccun.

K oOpamenuio mpumaraiorcss B AJIEKTPOHHOM BHJE KOIMHU CJEAYIOIINX
JOKYMEHTOB:

- TexHuueckuil nacnopt Ha UC;

- akt knaccuukauun MC mo ¢opme coriacHo npuiioxkeHuto Ne 3 k
[lopsinky opraHuzanMd W TPOBEJACHUS pabOT M0 aTTecTaluu OOBEKTOB
uH(poOpMaTU3allUd Ha COOTBETCTBUME TpPEOOBAaHUAM O 3alIUTEe HWHOOpPMAUU
OTPaHUYEHHOI'O0  JOCTYIIA, HE COCTABJLIOLIEH TOCYIapCTBEHHYIO  TaliHY,
yrBepxaeHHoMy nipukazoM @CTIK Poccun ot 29 anpens 2021 r. Ne 77;

- aKkT ompezaesneHus: ypoBHs 3amuineHHoct [IJIH npu nx o6padotke B I1C
(npu obpabotke B artectyemoit UC I1]In);

- OpOrpaMMBbl U METOAUKH aTTECTAUMOHHBIX ucnbeiTanui NC;

- 3aKJIFOYEHUS U MPOTOKOJIBI.

7.15. ®CTOK Poccuu mpoBOJUT OLIEHKY MPEICTABICHHBIX IOKYMEHTOB Ha
IPEAMET COOTBETCTBHUS MPOBEJACHHBIX OPIaHOM IO ATTECTALMHM AaTTECTAllMOHHBIX
UCIIBITAHUIN U BBIBOJIOB, COJICPXKAIIIUXCS B 3aKIIOYEHUH, TPEOOBAHUSAM I10 3aIUTE
uHpopmauu u nosiokeHusM [lopsinka opraHuzanMu M NpPOBEAEHUs padboT Mo
aTTecTalny 00bEKTOB MH(POpMATU3ALIUKM HA COOTBETCTBUE TPEOOBAHUSIM O 3aIUTE
uHGOpMaIlMU OrPaHUYEHHOI'O JIOCTYIA, HE COCTaBISIOLIEH TOCYAapCTBEHHYIO
TaiiHy, yrBepxkaeHHoro npukazoM @CTIOK Poccum ot 29 anpensa 2021 r. Ne 77 B
tedyeHue 10 KalleHOapHBIX JHEW C MOMEHTa moiydeHus ooOpamenus. Ilo
corjlacoBanuio ¢ yupexjaeHueM padotHuku @CTOK Poccuu (TeppuTopuanibHOTO
oprana ®CTOK Poccun) mMoryT mnpoBecTd KOHTpoOibHbIE ucnbiTaHuss Ha UC B
COOTBETCTBUHM ¢ MyHKTamu 15 u 16 Tlopsaka opranuzanuu u npoBeieHrs padboT 1o
aTTecTalnuy 00bEKTOB MH(OpPMATHU3alIUU HA COOTBETCTBUE TPEOOBAHUSM O 3aIUTE
uHGOpMaIlMU OrPaHUYEHHOTO JIOCTYIAa, HE COCTaBISIOLIEH TOCYAapCTBEHHYIO
Taliny, yreepxaeHHoro npukazoM @CTOK Poccun ot 29 anpeina 2021 r. Ne77. [lo
pesynbTatam onieHkn @CTIK Poccuu (Tepputopuanshbiii opran @CTIK Poccun)
HaIpaBJISIET:

- B OpraH IO aTTecTalMyd YBEIOMJEHHME O HEOOXOJUMOCTH YCTPaHEHHUS
BBISIBJICHHBIX HEJOCTAaTKOB B YyKa3aHHbIM B yBeloMJieHHMH Cpok. Komus
YBEJOMJICHHUSI HampaBisieTcsl yupexkaeHuro. Opran mo arrecranudud 00s3aH
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ycTpaHuTh HepocTtaTkH, BbIsiBIeHHbIe DCTOK Poccum mo pe3ynbraTaM OLICHKH
JOKYMEHTOB, B YyKa3aHHBII B YBEJOMIIEHUHM CPOK M OQOPMUTH aTTeCcTart
COOTBETCTBHUS (€CJIM YCTAHOBJIIEHO HECOOTBETCTBUE ATTECTAIMOHHBIX UCIIBITAHUN U
(u5M) BBIBOJIOB, COACPIKAIIUXCS B 3aKIIOYCHUH WM MTPOTOKOJIAX, TPEOOBAHUSM 10
3amure uHbopmaruu wid [lopsiaka opraHu3anMd W TpOBENEHUS padoT 1o
aTTecTalii 00bEKTOB MH(POpPMATU3ALMKA HA COOTBETCTBUE TPEOOBAHUSIM O 3alUTE
uHGOpPMAIlMU OTPAaHUYCHHOTO JOCTYIA, HE COCTaBISIONICH TOCYAapCTBEHHYIO
Taiiny, yrBepxaeHHoro npukazoM ®CTIK Poccuu ot 29 anpens 2021 r. Ne 77).

- pe3yabTaThl MPOBEACHHOM OLEHKH YUYPEXKICHUS Il YCTPAaHEHHUS
HEJI0OCTATKOB, BBISIBIICHHBIX OPTaHOM 10 aTTeCTAalrU (ECIIH MO pe3yIbTaTaM OLICHKU
MOATBEPKAEH BBIBOJI OpraHa Io aTTeCTalliyi O HEBO3MOKHOCTH BBIJJAYU aTTECTaTa
COOTBETCTBHS, arTecTaT cooTBercTBUs Ha MC opranom mnmo arrecraupu He
odopmIsieTcs).

7.16. Ilocne momydenus arrecrata coorBercTBus Ha MC or oprana mno
aTTecTaluu yupexaenue MoxeT noiayduts oT DCTIK Poccuu (TepputopuaibHOro
oprana ®CTOK Poccun) 3akitoueHue, coaepikalliee ONUCaHUE BBISIBICHHBIX IO
pe3ynbTaTaM 3KCIEPTHO-JOKYMEHTAIBHON OLEHKH MAaTEepUajoB, MPEACTAaBICHHBIX
OpraHOM IO aTTECTalll{, HEJOCTATKOB M PEKOMEHJALMM [0 UX yCTpaHEHuro. B
ciyqae nonyderuss or ®CTIK Poccum (teppuropuansHoro oprana GCTIK
Poccun) Takoro 3akiat0ueHust yupexxieHrue 00ecIeunBaeT yCTPAHEHNE BbISIBIEHHBIX
HEJOCTAaTKOB B COOTBETCTBUM C BBIJAHHBIMM PEKOMEHIAUUSMU B YKa3aHHBIA B
3aKII0YeHUd Cpok. OO0 yCTpaHEHHHM HEAOCTATKOB YUpexAeHHEe HHMOpPMUpPYET
OCTIK Poccun (teppuropuanbubiii opran @CTOK Poccun). Heycrtpanenwue
HeocTaTKoB, BeIsIBIEHHBIX @CTIK Poccun (TepputopuanbibsiM opranom @CTIOK
Poccumn), B yka3aHHBIA B 3aKIIOUYEHUU CPOK SBIIAETCS OCHOBAaHUEM s
IIPUOCTAHOBIICHUS JENCTBUA arTecTtara coorsercTBus Ha MC.

7.17. Atrectar COOTBETCTBUS BBIIAETCS HA BECh CPOK 3kcruryataunu MC.
VYupexnenue B xone skcruryatanuu MC obecrieunBaeT moAnepk Ky COOTBETCTBUS
C3U arrecraTy COOTBETCTBUSI B paMKax peaju3alid  MEpONpHITHH,
NPENyCMOTPEHHbIX MyHKTOM 18 TpeOoBanuii o 3amure HHPOPMALMH, HE
COCTAaBJISIFOIIEN TOCYHAPCTBEHHYIO TalHy, COAEP KAalEHCsl B TOCYJIApPCTBEHHBIX
MH(OPMAIMOHHBIX CHCTEMaX, YTBEPKIECHHBIX pHKazoM DenepanbHoil ciryKObI 10
TEXHUYECKOMY U SKCIIOPTHOMY KOHTpoJito OT 11 deBpans 2013 r. Ne 17.

7.18. [lelicTBue arTecTata COOTBETCTBUS MOXET OBITH MPUOCTAHOBIICHO
OCTIOK Poccun (teppuropuanbubiM opranoMm DPCTIK Poccum) B ciydasx,
IpeIyCMOTPEHHBIX MyHKTOM 34 [lopsinka opraHu3anuy ¥ MpoBeAeHHUs paboT Mo
aTTecTall 00bEKTOB MH(POpMATH3AIMK HA COOTBETCTBHE TPEOOBAHUSAM O 3aIUTE
uH(OpMAIMU OTPAaHUYEHHOIO JOCTyINa, HE COCTaBISIOIIEH TOCYAapCTBEHHYIO
Taiiny, yrBepxkaeHHoro npukazoM ®CTOK Poccun ot 29 anpens 2021 r. Ne77
BEJIOMCTBO Tpekpainaer skcruryatanuio MC co AHS mojydeHHs! YBEIOMJIEHUS O
IPUOCTAHOBJICHUY JACHCTBUS aTTECTAaTa COOTBETCTBHSI.
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7.19. [elictBue arTecTaTa COOTBETCTBUSI MOKET OBITh BO300HOBJIEHO
OCTOK Poccun (teppuropuanbibiM opranom PCTOK Poccum) B ciyyasx,
npeaycMoTpeHHbIX MyHKTOM 38 Ilopsiaka opraHu3aliid U MPOBEACHUST padoT Mo
aTTecTalluu 00bEeKTOB MH(OpPMATHU3AINK HAa COOTBETCTBHE TPEOOBAHUSAM O 3allIUTE
uH(OpMAIMU OTPAaHUYEHHOTO JOCTyIa, HE COCTaBISIONICH TOCYAapCTBEHHYIO
TaiiHy, yrBepxkaeHHoro npukazoM PCTIK Poccum ot 29 ampensa 2021 r. Ne77,
BEJIOMCTBO MOXET BO300HOBHUTH JKcmulyatanuio HWC co [AHS mnodydeHus
YBEJOMIICHHS O BO3OOHOBJICHUM JIEHCTBUS aTT€CTaTa COOTBETCTBUSI.

7.20. JlelicTBHe aTTecTaTa COOTBETCTBHS MOXKET ObITh mpekpaiieHo PCTIK
Poccun  (tepputopuansubiM  opranoM @OCTIOK  Poccum) B ciyyasx,
npeaycMoTpeHHbIX MyHKTOM 40 Ilopsigka opraHu3alivd U MPOBEAEHUsT padoT Mo
aTTecTalluu 00bEKTOB MH(OpMATU3AINK HA COOTBETCTBUE TPEOOBAHUSAM O 3allUTE
uHGOpMaIlMU OrPAaHUYEHHOIO JIOCTYIA, HE COCTaBISIOLIEH TOCYAapCTBEHHYIO
TaiiHy, yrBepkAcHHOro npukazoM @CTOK Poccum ot 29 ampensa 2021 r. Ne77,
yupexaeHue npekpamaer skcruryaranuio [IC co aHs nmoirydyeHus: yBeAOMIIEHHUS O
IIPEKpaIleHU JCUCTBUS aTTecTara COOTBETCTBUSA, €CIM JEHCTBHE arTecrara
COOTBETCTBHS paHEE HE ObLIO MPUOCTAHOBIICHO.

7.21. B cayuyae yTparbl arrecrara COOTBETCTBUS YYPEKICHUE BIIPaBe
0o0paTUThCS B OpraH MO aTTECTAIMK C 3asBJIEHUEM O BblIaue qyOnMKaTa aTTecrara
cooTBeTcTBUs. JlyOnukar arrecrara COOTBETCTBHSI BBIAAETCSI OPraHoM  II0
aTTecTallud C TOMeTKOM «JlyOnukar, opuruHags arrecraTa COOTBETCTBHS
MPU3HAETCA HEJEHCTBYIOLIUM.

8. OBECIIEYEHME 3AIHIUTBI UHOOPMAIINU B XOIE
SKCILUTYATAIIUU ATTECTOBAHHOM UH®OPMAIIMOHHOM
CUCTEMBI

8.7. OOecneuenue 3amuThl MHOOPMALMM B  XOJ€  JKCIUTyaTalluu
arrecroBanHoi MC ocymiecTBisieTcsi y4pexIEHUEM B  COOTBETCTBUM C
JKCIUTyaTalMOHHOM  JoKymeHTtanumern Ha C3M H  opraHuszanudoHHO-
pacnopsAIUTEIbHBIMU JOKYMEHTAMU TO 3aluTe WHGOPMAIMK W B TOM YHCIIC
BKJIIOYAET:

- TUTAaHUPOBAHUE U KOHTPOJb MeponpusaTuil no 3ammurte uHdopmaiuu B VC;

- IUIAHUPOBAHUE MEPOIPHUATHUN MO MNPOBEACHUIO BHYTPEHHUX IPOBEPOK
pexuma o0padboTku u 3amuThl [1/IH B BeqoMcTBe;

- aHanu3 yrpo3 6e3omnacHoctu uHpopmanmu B VIC;

- ynpasienue (aamuHuctpupoBanue) C3U;

- BBISIBJICHHE UHITUIECHTOB H pEarupoBaHue Ha HUX;

- ynpasinenue koHburyparueit [1C u ee C3U;

- uHpopMupoBaHue u odyuenue nepconana UC;

- KOHTpPOJIb 3a OO0ECIeUeHWEM YPOBHS 3alUIICHHOCTH WH(POPMAIINH,
coaepxarerics B MIC.
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8.8. B xoxe nnaHupoBaHus MeponpusTHil 1o 3amurte nHpopmauuu B MC
OCYILECTBIISIETCA:

- OIIPENENICHHE JIMI, OTBETCTBEHHBIX 3a IUIAHMPOBAHWE M KOHTPOJIb
MEpPONpUITHIA 10 3ammuTe nHpopmarmu B UC;

- OIIpENENICHHE JIML, OTBETCTBEHHBIX 3a BBIABICHHE WHIWJICHTOB U
pearupoBaHKE HA HUX;

- pa3pa0oTKa, YTBEp)KICHHE W aKTyaJu3alusl IUIaHA MEPONPHUSITHI 10
3aute nHpopmaunu B UC;

- OIpenesIeHrE MOPSAAKa KOHTPOJISI BBIIOJHEHUS MEPONPUATUHI IO 3alluTe
unpopmaruu B UC, mpeaycMOTpEeHHBIX YTBEPKICHHBIM IIAHOM.

[InanupoBanue Meponpustuii no 3amurte nHpopmauuu B UC 1 KOHTPOIIb
BBIIIOJIHEHHSI MEPONPHUSITHI JTOJKHBI OCYIIECTBIATHCSA B COOTBETCTBUU C OPSAIKOM
IUTAHUPOBAaHMUST MepoIpHusATHil 1o 3amure uHpopmanuu B WC yupexneHus u
KOHTPOJISI X BBINOJIHEHUS, pa3paboTaHHbIM B paMkax BHeapenus C3U UC.

8.9. B xoae miaHUpOBaHUSA MEPONPUATUN IO IMPOBEACHHUIO BHYTPEHHUX
IPOBEPOK pexnMa o0paboTku M 3amuThl [IJIH B yupexaeHUs YydpexacHUu
OCYILECTBIISIETCA:

- OIIpEeNeNICHHE, JIMI, OTBETCTBEHHBIX 3a OCYIIECTBICHHE BHYTPEHHEIO
KOHTpPOJII  COOTBETCTBUSL 00paboTku II/lH B  yupexaeHUs y4pexaAeHUU
TpeOOBaHMSM, YCTaHOBJIEHHbIM DenepaibHbIM 3aKOHOM «O mepcoHaIbHBIX
JAHHBIX» W NPHUHATBIMA B COOTBETCTBUM C HUM HOPMATHBHBIMHM IIPABOBBIMU
aKTaMu;

- YTBEpXKJICHHME MpPaBWJI  OCYLIECTBIECHUS  BHYTPEHHEIO  KOHTPOJIA
cootBeTcTBUs 00paboTku I[I/lH TpeOoBaHusiM, ycTaHOBIEHHBIM DenepaabHBIM
3aKOHOM «O TepCOHANbHBIX JAaHHBIX» M TPUHATBIMU B COOTBETCTBUM C HUM
HOPMATHBHBIMH IIPABOBBIMHU aKTAMH;

- YTBEpKJECHHE HA IJIaHUPYEeMbIH Tepuo (Toj) MpUKa3oM PYKOBOIUTEIS
YUpEXACHUS IJIaHa MPOBEIECHUS] BHYTPEHHUX MPOBEPOK pexuMa 00pabOTKU U
3amuThl [1/IH B Be1oMCTBE.

8.10. B xome anammza yrpo3 Oe3zonacHocth uHGpopmamuu B UC
OCYLIECTBIISETCS:

- BBISBIICHHE, aHAIN3 U ycTpaHeHue ys3umocrten 1C;

- aHaJu3 U3MEeHeHus yrpo3 6ezonacHoctu uudopmanuu B UC;

- OIICHKa BO3MOXHBIX MOCIEACTBUM peaju3aluu yrpo3 0e30MacHOCTH
uHpopmanuu B UC.

[IeppoaAMYHOCTH TPOBENCHUS YKA3aHHBIX MEPONPUSATUN HA IUIAHUPYEMBIN
nepuo (Toa) ONpeAessieTcsl €XEroAHbIM IUIAHOM MEPOIPUSATHNA M0 3aIUTE
uH(popMauu.

8.11. B xone ynpasnenus (anmunuctpupoBanus) C3U1 ocyiiecTBistOTCS:

- OIpeneieHre JIUL, OTBETCTBEHHBIX 3a yNpaBlieHUEe (aAMUHUCTPUPOBAHUE)

C3U1 UC,;
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- yIopaBieHHE YYETHBIMU 3anucsimMu noJib3oBateneit UC u nopnepxanue B
aKTyaJIbHOM COCTOSIHMM MpaBHII pazrpanuuenus noctyna B C;

- ympamieHHue cpefcTBaMu 3amuThl nHbopmaruu B UC;

- ynopaBieHHE OOHOBJIEHUSMHU MPOTPAMMHBIX M MPOrpaMMHO-alNapaTHBIX
CPEIICTB, B TOM YHUCJE CPEJCTB 3alIUThl MH(DOpPMAIUU, C YYETOM OCOOEHHOCTEH
dbynkuuonuposanus 1UC;

- nentpanu3zoBanHoe yrpasienne C3U UC (mpu HeoOX0AUMOCTH);

- MOHHUTOPHHI U aHAJIU3 3aPETUCTPUPOBAHHBIX cOObITHI B C, CBSI3aHHBIX C
3amuToN nHGOpMaHH (anee - COOBITHS OE30TTaCHOCTH);

- obOecneuenne (ynkrumonupoBanus C3UM MC B xome ee 3KCIUTyaTalluw,
BKJIIOYAsl BEICHHUE OHKCIUTyaTallMOHHOM JIOKYMEHTallud U OpraHu3al[MOHHO-
pacmopsiAUTENbHBIX JOKYMEHTOB MO 3alUTe HH()OPMALIHH.

8.12. B xozme BbISABICHHA UHIMACHTOB U pEarupoBaHUs HAa HUX
OCYUIECTBIISIIOTCA:

- oOHapyXeHue W MAeHTU(UKAIMS WHUUIECHTOB, B TOM YHCIIE OTKa30B B
oOciykMBaHUHM, cOOeB (mepe3arpy3ok) B pabdOTe TEXHUYECKUX CPEACTB,
IPOrPaMMHOr0 00ECTIEUEHHSI U CPEJCTB 3alIUThl HH(OPMAIMHU, HAPYLIEHUI MPaBHII
pasrpaHUYeHHs] JIOCTyIla, HEMpPAaBOMEPHBIX JEHCTBUI MO cOopy HH(OpMaluu,
BHEJJPEHUIN BPEOHOCHBIX KOMITBIOTEPHBIX MTPOrpaMM (BUPYCOB) U MHBIX COOBITUH,
MPUBOSIINX K BOSHUKHOBEHHUIO HHIUICHTOB;

- CBOEBPEMEHHOE UH(POPMUPOBaHUE M0JIb30BATEISIMU ncC U
anmunauctparopamu WC W1, OTBETCTBEHHBIX 3a BBISBICHHE WHIIUACHTOB H
pearupoBaHue Ha HUX, O BOBHUKHOBEHUHU UHLINeHTOB B UC;

- aHaJu3 MHUUJICHTOB, B TOM YHCIIE OIpe/ejeHHe UCTOYHUKOB U MPUYHH
BO3HMKHOBEHUSI MHUUJEHTOB, a TAK)KE OLIEHKA MX MOCJIEICTBHIA:

- IUIAaHMPOBAHHE U MPUHSITHE MEP 110 YCTPAHEHUIO MHLIUJECHTOB, B TOM YHCJIE
no BoccTaHoBieHnio C 1 ee CerMeHToB B cilyyae OTKa3a B OOCIY>KMBaHUU WITU
nocyie cOO0eB, YCTPAHEHUIO NOCIEICTBUN HapyLIEHUs TMPaBUJ pa3rpaHUuUYCHUS
JIOCTyNa, HENpPaBOMEPHbIX JeHUCTBUH 1O cOopy uHPOpMaluu, BHEIPEHUs
BPEJOHOCHBIX KOMIBIOTEPHBIX MporpamMM (BUPYCOB) M HMHBIX COOBITHH,
NPUBOJAIIMX K BOBHUKHOBEHHUIO HHIIUICHTOB;

- IUITAHUPOBaHUE W TPHUHITHE MEp MO MPEAOTBPALIEHUIO MOBTOPHOTO
BO3HUKHOBEHUS MHIIHICHTOB.

8.13. B xoxe ynpasnenus konpurypauueit UC u ee C3U ocyuiecTBistoTcs:

- ONpejAesieHue JHIl, KOTOPbIM pa3pelieHbl ACHCTBUS 1O BHECEHUIO
n3MeHeHuit B konpurypanuo MC u ee C3U, nx nomrHOMOYMS;

- omnpexaenenue komrnoHeHToB IIC u ee C3II, moanexaniux U3MEHEHHUIO B
paMKax ynpaBieHus KoHpurypauuen (uaeHTU(UKaIUs OOBEKTOB YIPaBICHUS
KOH(UTypaluei): mporpaMMHO-alapaTHble, MPOTrpaMMHBIE CpPEACTBa, BKIIIOYas
CpeICTBa 3amUThl HMHPOpPMAIMH, WX HACTPOMKH W MPOTPAMMHBIA KO,
SKCIUTyaTallMOHHAsl JTOKyMEHTalus, UHTepQeiichl, (paiabl U MHbIE KOMIIOHEHTHI,
MOJJIEXkKAIINE U3MEHEHUIO U KOHTPOJIIO;
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- ynpasienue usMmeHeHusmu MC u ee C3U: pazpaborka mapameTrpoB
HACTPOIKH, 00ecleynBaoONINX 3alMTy HWH(OpPMAlMK, aHAIU3 MOTEHIHMAIBHOTO
BO3JICUCTBUSl  TUIAHUPYEMBIX ~ M3MEHEHMH  Ha  3amury  uH)opmaiuw,
caHkunoHupoBaHue BHeceHus usMeHeHudd B IC u ee C3U, moxymeHTHUpOBaHHE
nercTBuid o BHeceHuto u3MeHeHnit B UC u coxpaHeHue JaHHBIX 00 M3MEHEHMSIX
koHpurypanuu UC;

- KOHTpOJIb JIelicTBHI 10 BHeceHuto n3Menenui B UC u ee C3U.

8.14. B xonme wuHdopmupoBanuss u oOydenuss mnepconana UC
OCYLIECTBIISETCS:

- uHpopmupoBanue mnepcoHara MC o TOSIBICHUH aKTyaJbHBIX YIpo3
6e3onacHocTH HH(pOpMaIKK, 0 paBuiiax Oe3omacHoi skcrutyarauu UC;

- nosenenue Ao nepconaia MC tpeGoBanuil mo 3amurte mHbOpMaIUH, a
TAK)K€ MOJIOKEHUM OpPraHU3alMOHHO-PACIIOPSIUTEIBHBIX JTOKYMEHTOB 110 3aIUATE
UH(OpPMAIUU C YYETOM BHECEHHBIX B HUX U3MEHEHUI;

- oOyuenue nepconana MC mpaBuiiaMm 3KCIUTyaTalluu OTHAEJIBbHBIX CPEICTB
3aIlUThl THPOPMAIIUY;

- NPOBEACHHUE NMPAKTUYECKUX 3aHATUN U TPEHUPOBOK ¢ nepcoHanoM MC no
OJIOKUPOBAaHUIO Yrpo3 Oe3omacHOCTH MH(OpPMAMM M PEarupoBaHUIO Ha
WHIINJICHTBL;

- KOHTpOJIb ocBeAoMJieHHOCTH nepcoHana MC 00 yrposzax 0e30macHOCTH
uHopMaluu 1 ypoBHs 3HaHul nepconana VC mo BorpocaM o0ecrieueHuns 3alIUThl
uH(popManuu.

[TepnoaAMYHOCTh TPOBENECHUS YKA3aHHBIX MEPONPUATHN HA IUIAHUPYEMBIU
nepuosa (roJ) oOmpeneisieTcss €KeroAHbIM IUTAHOM MEPONpPUATUNA MO 3alluTe
uH(popManuu.

8.15. B xome KOHTpoJisi 3a 0OECIeUYeHHEeM YpPOBHS 3alMIIEHHOCTH
uHpopmanuu, coaepxamercsa B UC. ocymiecTBisitoTcs:

- KOHTPOJIb (aHAJIM3) 3alIUIIIEHHOCTH HH(OPMALIUK C YYETOM 0COOECHHOCTEN
dbynkuuonuposanus UC;

- ananu3 u oneHka ¢ynkiuonuposanuss UC u ee C3U, Bkitouas aHanus u
YCTpaHEHHE YSA3BUMOCTEHN M MHBIX HEAOCTAaTKOB B pyHKImonupoBanuu C3U UC;

- JIOKYMEHTHUPOBaHHUE MPOLEAYP U pe3yJbTaTOB KOHTPOJIS 32 00eCIeueHUEM
YPOBHS 3allIUIIIEHHOCTH MHMOpManuu, coaepxarierics B MC;

- TPUHITHE PELIEHUs MO pe3yibTaTaM KOHTPOJIA 32 00eCIEeUeHUEM YPOBHS
3alUIIeHHOCTH uHbopmalmu, coaepxamieiics B UC, 0 HeOOX0AMMOCTH 10Pa0OTKH
(MomepHuzanun) ee C3U.

MeponpusiTus MO KOHTPOJIO 3a O0eCleyeHHUEeM YPOBHS 3alllUIICHHOCTH
uHpopmanuu Ha arrectoBaHHoM MC BKIIOYAlOTCS B €KETOJHBIM  IJIaH
MEPOMPUITHIA IO 3aIIUTE UHPOPMAIUH.

Kontpons 3a oOecrnedeHreM ypOBHS  3allUIIEHHOCTH HWHQOpMaluu Ha
arrectoBanHo MC mnpoBoOAHTCS  YUPEXKIEHHEM CaMOCTOSATEIBHO WIH C
NPUBJICYCHUEM OpPraHU3alMM, MMEIMEH JIMUEH3UI0 Ha  OCYLIECTBJIEHUE
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NESATEIIBHOCTH 10 TEXHUYECKOW 3aluTe KOH(UISHIMAIbHON HH}OpManuy,
BbiiaHHyt0 @CTOK Poccun B cooTBercTBUU C [losioKeHMEM O JTMIEH3UPOBAHUN
JEATEIIBHOCTH [0 TEXHUYECKOM 3alure KOH(UIASHIMAIbHOM HH(OpManuu,
YTBEpPXKIAEHHBIM IocTaHoBieHUEM [IpaButensctBa Poccuiickonn denepanuun ot 3
dbeppass 2012 r. Ne 79.

[Io pe3ynapTaTam KOHTpOJsL 3a OOECHEYEHHWEM YpPOBHS 3allUIICHHOCTH
uHpopMaiuu Ha atTectoBanHON MC odopMisieTcst MpOTOKOI M BHOCUTCS OTMETKA
B TexHnueckuil nacnopT Ha MC. IIpoTokosbl KOHTPOJIA 3alIUThl HH(OPMALIUK Ha
aTTeCTOBAaHHOM O0BEeKTe HH(POpMaTH3alMU HE peXe OJHOr0 paza B JABa roja
npexacraBisroTcs yupexaeauemM Bo @CTOK Poccun (TeppuropHalibHBIA OpraH
OCTIK Poccun).

Henpencrasienne npoTokoioB KOHTPoIIs 3amuThl nHPopmaimu Bo DCTOK
Poccun (teppuropuansheiit opran @CTOK Poccun) siBisieTcss ocCHOBaHUEM ISt
IIPUOCTAHOBJICHUS IEUCTBUSA arTecTaTa cooTBeTcTBUs Ha MC.

8.10.B cimyuae pa3Butusa (moaepuuszanuu) MC, B xo/1e KOTOPOro M3MeHeHa
KoHQurypauust  (mapaMmeTrpsl  HAacTpPOMKHM)  MPOrpPaMMHBIX,  IPOTPaMMHO-
TEXHUYECKUX CPEACTB M CPEACTB 3alIUThl MH(OpPMAIUU, HCKIIOYEHBI
IIPOTrPaMMHBIE, IPOTPAMMHO-TEXHUYECKHE CPEICTBA M CPEICTBA  3aLIUTHI
uH(pOpMaInK, TOMOJHUTEIBFHO BKJIIOUEHBI aHAJIOTHYHbIE CPEICTBA MM 3aMEHEHBI
Ha QHAJOTMYHBIE CPEACTBA, MPOBOMAATCS JOMOJHUTENbHBIE AaTTECTAI[MOHHbBIE
UCIIBITAHUSI OPTaHOM I10 aTTECTALMKM B COOTBETCTBUM ¢ llopsakoM opraHuzanuu u
IpOBENECHUs pabOT MO arrecTalud OOBEKTOB MH(OpPMATU3aLUKd HAa COOTBETCTBUE
TpeOOBaHUAM O 3aIIUTe HHPOPMAILIMU OTPAHUUYEHHOTO JIOCTYIIA, HE COCTaBJISIIOIIEH
rocyJJapCTBEHHYIO TailHy, yTBepkAeHHbIM npukazoM @CTIK Poccun ot 29 anpens
2021 r. Ne77. CBenenus o0 uameHeHusix arrectoBanHoi UC H mpoBeeHHbBIX MPU
TOM AaTTECTALMOHHBIX MCIBITAHUSX BKIKOYAIOTCA BEAOMCTBOM B TEXHUYECKUI
nacropt. JlercTBue arrectaTta COOTBETCTBHS HE IPEKPALLAETCS.

8.11.B cnyudae pazsutus (Mmoaepauzanuu) UC, npuBoAsIIEro K MOBBIIICHUIO
KJlacca 3alllMIIeHHOCTH (YpOBHS 3allMIIEHHOCTH, Kateropuu 3HaunmocTtH) UC u
(wnn) x u3menenuto apxutektypsl C3U MC B yacTu M3MEHEHUs BUIOB U THUIIOB
IPOTPAMMHBIX, IPOrPAMMHO-TEXHUYECKUX CPEICTB W  CPEACTB  3aLIUTHI
uH(popmanuu, usMeHeHus cTpykrypbl C3U. cocTaBa n MECT pacroniokKeHus: 00bEeKTa
uHpoOpMalUu M €ro KOMIIOHEHTOB, IPOBOJIUTCA TOBTOpHAs aTTECTalUs B
cooTBeTcTBUM ¢ [lopsakom opraHuzanuu U TpoBeAeHHs pabOT MO aTTecTaluH
00BEKTOB MH(GOPMATHU3AIMU Ha COOTBETCTBUE TPEOOBAHUSAM O 3alIUTe HH(OpMALIIH
OFPaHUYEHHOIO0  JOCTYIlA, HE COCTABIAIONIEN TOCYIapCTBEHHYIO  TaliHY,
yTBepxkaeHHbIM npukazoM OCTIK Poccun ot 29 anpens 2021 r. Ne 77.

9. OBECIHEYEHME 3AIIINTHI UH®OPMAIIUUA I1PU BBIBO/JE U3
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SKCITYATAIIMA ATTECTOBAHHON MH®OPMALIMOHHOM
CUCTEMBbI WJIN ITOCJIE TIPUHATUSA PEHIEHUSA Ob OKOHYAHUN
OBPABOTKU UH®OPMALIMHN

9.7. Ob6ecneuenue 3anMThl UHGOPMAIIMU TIPU BBIBOAE M3 IKCIUTyaTaI[UH
arrecroBaHHoW WC wmnm mocne NpuHATHS pelieHdus o0 OKOHYAaHUU O00pabOTKH
UHPOpMAllMM  OCYIIECTBISIETCS  YUYPEKIEHUEM B COOTBETCTBUM  C
AKCIUTyaTallMOHHOW  jJokymeHTauued Ha  C3M w  opraHu3alMoOHHO-
paclopsAUTENbHBIMA JOKYMEHTAMHM IO 3aliUTe WHGOpMAalUud U B TOM YHUCIE
BKJIFOYAET:

- apxuBupoBaHHe nH(pOpManuu, coaepxareiica B UC;

- YHMUYTOXXEHUE (CTHpaHHE) MAAaHHBIX W OCTATOYHOW HH(pOpMaLHUH C
MAaIIMHHBIX HOCUTENeH HHGOpMaIUU U (MIJIHM) YHUUTOKEHNUE MAITMHHBIX HOCUTENEH
uHpopMaIuu.

9.8. ApxuBupoBanue wuHpopmanmu, coaepxkameiics B MWC, m0KHO
OCYUIIECTBIISITHCS TPU HEOOXOUMOCTH IajbHENIIEr0 UCII0JIb30BaHUS H(OpMAIIH
B JICATEIBbHOCTH YUPEKICHUS.

9.9. VYHuuroxeHue (CTUpaHUE) JAHHBIX W OCTATOYHOM HH(pOpMAIHU C
MAaIIMHHBIX HOCUTEEH HH(OpMaLMU TPOU3BOJUTCS IPU HEOOXOIMMOCTH NEPEAAYU
MAaIIMHHOTO HOCUTENs nH(opManuu Apyromy noss3zoBarento MIC uim B cTOpOHHUE
OpraHu3allid JJii PEMOHTAa, TEXHUYECKOro OOCIY)KMBAaHUS WU JaJlbHEHIIEro
yHUuTOXeHus. Ilpm BbIBOAE M3 DKCIUTyaTallid MAalIMHHBIX ~ HOCHUTEJIEH
uH(pOpMaIUK, Ha KOTOPBIX OCYIIECTBIIIIUCH XpaHEHHE U 00padoTKa nH(pOpMaLuy,
OCYILECTBISIETCS (PU3MUECKOE YHUUTOXKEHME JTHX MAIUIMHHBIX HOCHUTENEeH

uHdopMaIuu.
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